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ActiveX Control

An ActiveX control is used to add functionality to HTML web pages running on Internet Explorer and
Microsoft Windows. ActiveX is an established and well supported standard.

Safety and security

Internet Explorer can be configured to install ActiveX controls automatically. But setting Internet
Explorer up to work in this way is dangerous. A user who configures Internet Explorer to automatically
download all ActiveX controls from anywhere trusts the creators of all the code they encounter. In the
age of malicious software (malware) this is not a wise thing to do.

As an alternative Internet Explorer can be configured to download and install ActiveX controls only from
“trusted” web sites and only ActiveX controls that have been “digitally signed”. A company’s internal
web servers are typically trusted (the company’s intranet) and commercial software companies will
usually sign their ActiveX controls.

Finally Internet Explorer can be configured to never download ActiveX controls. In corporate

environments were this configuration is used ActiveX controls are either deployed manually or using
system management products such as Microsoft SMS.
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Automatic Deployment

By default Internet Explorer 6 is configured to prompt the user before downloading and installing a
signed ActiveX control from the Internet. Notice that by default unsigned ActiveX controls are not
downloaded.

Security Settings 21X

Settings:

) Enable ;I
@ Binaty and scripk behaviors
) Administrator approved J
) Disable
{*} Enable
Download signed Acti
) Disable
) Enable
{3 Prompk
@ Download unsigred Ackivel contrals
{*} Disable
) Enable

) Prampk
-
[CA Tribialine amd covink A ckiney conbenle nak eoowleed - -oF
4| b

—Resel custom setkings

Reset ki |Medium = Reset |
Ok, I Cancel |

¥ conkrols

Internet Explorer will prompt the user before downloading and installing a Dark Blue Duck ActiveX
control. If Internet Explorer is attempting to install the ActiveX control automatically the prompt it shows
looks like this:

Address @ hikkpe f v, darkbluedock, dyndns . org)_lavouksfscantrial, aspxlist={adagbz62-b7c1-429f-bazd-ecad44 1F 3279

@ This site might require the Following Ackive control; ‘DarkBlueDuckTrial . CAB' From 'DarkBlueDock!, Click here to install., ..
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Manual Deployment

If Internet Explorer is configured so that it will not automatically download and install an ActiveX control
you will see a prompt like this one.

Bk

controls installed on your computer, This page may not display correctly, Click here for options. ..

Address Iféj http: ffvava, darkblueduck, dyndns . orgf_layouts/scantrial, aspxflist={adasbZ62-b7c1-429f-baz4-ec6444 13279}

ﬂ ‘four securiky settings do not allow Web sites bo use Activ

An explanation of what has happened is then provided.

=
P = = B~ A(@)
Hide Back Forward  Optione Web Help

Content - .
S |'ﬂde” | search | Favories | Understanding the Internet

Explorer Information Bar

Getting started with [nternet B xplorer
@ Findinig the '#feb Pages viou Want
@ Browsing the Web Offine
@ Printing and Saving [nformation
@ Sending Information over the Intemet
@ IInderstanding Security and Privacy on the
() Intemet Explorer's Information B ar

Underztanding the Intermet Explarer In

Internet Explorer displays an Information
Bar (just below the address bar) where
vou can see information about downloads,
blocked pop-up windows, and other
activities, This information helps you to
avoid potentially harmful files that you
might otherwise accept from the Internet.

When will I see the Information

@ b anaging Yw'eb Browszer Add-ong

@ Controlling Access to Inappropriate [Rterne
@ Customizing Your Web Browser

@ ccessibilty

1 | 0

Bar?

How does the Information Bar help
me?

How do I use the Information
Bar?

Can I turn off the Information
Bar?

To turn off Information Bar
messages about blocked pop-up
windows

To stop blocking file and software
downloads with the Information
Bar

[

At this point you could either update your Internet Explorer settings or install the ActiveX control

manually.

Page 3




Downloading

To install the ActiveX control manually download and save the .CAB file locally. The .CAB file will have
been added to the Windows SharePoint Services _layouts folder and you will be able to download it by
navigating to http://<sharepoint server name>/_layouts/DarkBlueDuckTrial.CAB (or http://<sharepoint
server name>/_layouts/DarkBlueDuckRetail. CAB).

File Download x|

Do you want to open or save thiz file?

:;[.! ] Mame: DarkBlueDuckTrial, CAE

Type: WinZip File, 284 KB

From: wen, darkblueduck, dyvndns. org

Open Save

¥ Always ask before opening thiz bype of file

YWhile files from the Intermet can be uzeful, zome files can potentially
harm pour computer. IF you do not tragt the zource, do not open or
gawe thiz file. What's the rigk?
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Next use WinZip (or another utility®) to extract the contents of the .CAB file.

File Actions ‘iew Jobs

Bsi| WinZip {Evaluation ¥ersion) - DarkBlueDuckTrial.CAB

=]

Options  Help  Buy Mow!

=10l x|

_‘

Il'-""
..-_-\.-. Y

WO OY U e 8P

Mew Open Favorites Extract Encrypt Wiz CheckOut Wizard Wiew Skyle
Mame Type | Modified | Size | Ratio | Packed | F‘|
}DarkﬁlueDuckTrial.INF Setup Infor,.,  29)03/2007 647 PM 3,686 7 7
L’-ﬂ DarkBlueDuckTrial oo Ackivel Con,,, 2900302007 646 PM 110,592 7 7
%] Eztwainz.dl Application E...  15/02/2006 6:29 PM 311,344 ? ?
| %] Msstkprp.di Application E...  17/06/1995 11:00 PM 94,208 ? ?
| %] EzPdr I Application E...  15/02/2006 12:25 &AM 200,704 7 7
|2 EzIpeg.di Application E...  15/02/2006 12:25 &AM 106,496 7 7

|Se|ected 0 files, 0 bytes

Takal & files, S0SKE

200 4

1 http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/expand.mspx?mfr=true
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Once you have extracted the files from the .CAB file copy them to the windows system32 directory

(c:\windows\system32 in most cases).

& C: WINDOWS' system32 O] =]
File Edit Wiew Favorites Tools  Help ;',"
QEack ~ &3 - (¥ | ) Search [ Folders | B @ x ) | []=
Address [ CIWINDOWS system32 = Go
Mame = | Size | Type | Date Modified | Atkributes | ﬂ
‘“ wupdmgr, exe 33KE  Application 30/11/2005 100 PM A
.j:] wups2.dll kKB Application Extension 300112005 10:00 PR AC
é:_] viups. dil 34 KE Application Extension  30/11/2005 10:00 PM A
é:_] viweb, dil 124 KB Application Extension  30/11/2005 10:00 PM AC
.f_] wzcdlg. dll 331 KE Application Extension  30/11/2005 10:00PM &
.‘_:;] wzcsapi,dll 41 KB Application Exkension 30/11/2005 100 PM &
.‘_:;_I wzesye,dil 365 KB Application Extension  30/11/2005 10000 FPM A
.‘_:;] wacksry, dll Q0 KE Application Exkension  30/11/2005 1:00PM A
Excnp‘;x.exe 30KE  Application 30112005 1000 PM AC
.j:] wenrall. dl 171 KB  Application Extension  30/11/2005 10:00 PM - AC
é:_] wrnlprovy. dil 129KE  Application Extension  30/11/2005 10:00 PM AC
é:_] wrnlprovwi. dil 51 KB Application Extension  30/11/2005 10:00 PM AC
.f_] xolehlp.dil 11 KB application Extension  30/11/2005 10:00PM &
.‘_:;] wpobzres, dil 429 kB Application Extension 307112005 10:00FPM A
.‘_:;_I xpspzres, dil 2,830 KB Application Extension  30/11/2005 1:00PM &
|‘_:=-] #PSSHHDR., dIl 567 KB Application Extension 14/10/2006 7121 PM C
.f_] wpsgvyes, dil 1,659 KB  Application Extension  14/10/2006 7122 PM Z
.j:] zipFldr.dll 334 KB Application Extension  30/11/2005 10000 PM A
CarkBlueDuckTrial, ocx 108 KB  ActiveX Control 29/03/2007 6:46 PM A
. EZJpeqg.dil 104 KB  Application Extension  15/02/2006 12:28 AM A
. EZPdF. dll Type: Ackivex Conkrol S0 15/02)2006 12:28 &M &
[ Eztwaing.di Date Modfied: 29/03/2007 6:46 PM jsion  15/02/2006 6:29 FM A
DiarkBlueDuckTrial, INF StEs MBI h 20/03(2007 6:47 FM A EI
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Now “register” the ActiveX control using “regsvr32”. This step adds details of the ActiveX control to the
Windows Registry.

¢ Command Prompk

G UWIHDOWS . systen3d2 regsur32 DarkBlueDuckITrial.ocx
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From this point the ActiveX control should work normally.

Scan Document: Shared Documents

Scan Document Fages:
Scan kthe document wou inkend ko
upload,
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Microsoft SMS

For large corporate deployments of the Dark Blue Duck Scanning Enabler™ 2007 we recommend an
automated deployment of the ActiveX files using software management software (such as Microsoft

SMS).
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Summary

Congratulations you have completed the Scanning Enabler™ 2007 ActiveX Control guide.

In this guide you learned how to:

e Install the Scanning Enabler ActiveX control

Page 10



	 
	ActiveX Control
	Safety and security
	 Automatic Deployment 
	 Manual Deployment
	 Downloading
	 Microsoft SMS
	 Summary

